A RAND NOTE

Survivability Issues and USAFE Policy

Bruce W. Don, Donald E. Lewis,
Robert M. Paulson, Willis H. Ware

May 1988

DTG

ELECT ©
AUG 1 11988

ap

DISTRIBUTION STATEMENT A

Approved for public releass: ZI
Distribution Unlimitad !

e e e p—

St
\l(\l
[ Bty

A
gols,
L
E { ';"’i ®

Py
y 4

&

cs;
LW NN
i R

9%

R NEA

' S % '-"-\"-
v

Pt Ry

[

* .\
I
RS



p vy re -
BRI

v o
o’ .
.

‘N

ottt T Ta N e At e S, 0 6000 g %% w 4%

Aty 3 0 2%ettht

PR A A P L S et

The research reported here was sponsored by the United States Air Force
under Contract F49620-86-C-0008. Further information may be obtained from

the Long Range Planning and Doctrine Division, Directorate of Plans, Hq
USAF.

The RAND Publication Series: The Report is the principal publication documen-
ting and transmitting RAND's major research findings and final research results.
The RAND Note reports other outputs of sponsored research for general distri-
bution. Publications of The RAND Corporation do not necessarily reflect the
opinions or policies of the sponsors of RAND research.

Published by The RAND Corporation
1700 Main Street, P.O. Box 2138, Santa Monica, CA 90406-2138

AT S AT LY B A T T T, LRI Y L LR TR . .- - Com -

N AT e T A N T A N N A T A W e Y Y A SN Nt NN N

ress r,‘.r,_f:.(.,'.g"' e LA I S L T, e LA T N " '\‘."\:\"v’ o
Al A a! A N X A AL "y A A A N

Mol 4X)

'\}Q}.\

Y

\.‘J‘.

5

’
L

-
-'\

)

b

sl
A ]

AR

xr - AR R ARRKR

Lol AN
LRI

SIS M CNNNY

f'
s

R
P4 f

R IR ‘-' ‘.,;'

A g

PR
RIS

L
-

[

N0 .
.

e
Y e S 0

.
5
LN

'?;z;a,'f_'( G
S YN
LN

. @

«
D)
|

-:"“"'-'l::"
P S g
R T

PRI
.l"‘.

..
0

_,
J’..’

'
"‘.‘,‘. *r

' v
t ]

:



. d 547, \\\ S, ¥ ..,..., ..-..IK \r-.-v 5 ,-.-‘ -.- PPy l.,.. X o, ., 5 e e .- -'.
hv.' v .Waﬂ\lvu\-u- N .¢ ! hﬂ-ﬂl\-ﬂﬂr‘ﬂ o -.I.. d \Iq. v @ h N o) .r\-nﬂ”\.-\..\f.-fn- o 2 ;

- - -

o PR s &
Wﬁ%ﬂ;.&&ﬁ&.ﬂﬂai - AhK

. a LAY ;f. ¥ f» ) 4 L . »
% W R ) OE K Vots I NN A Bl St S A N S WIS N Sl
RN e X L LS L G o A L LS L A s R
» . - [3 - o 5 <« X P
Bt e | .\-v.\..-\(\r gﬁ.\.\(\u#.— h-h(.vﬂ-ﬂ»\p [Coar A A L i w-\-\a\hr\-ﬁ..r f&# ,r S .v-\\.w.\..-. it ......) bS5 S5 ..-.-.-‘ T\x\.\.\n\ﬂ\\\; i

TR

LA A\

b
o A
) > 2
) °Q Ty 1 E
o N © g M Z
L - < , :
ﬂ (19 0w O _ | z
- F .Iw “ : m
.f-. A W " _" . : m
: g -z S T 5
= (72} e : L ¢ 3
; z 4 5 Llz s | it
7 c T = T8 H~.mr)¢,\ ..IH_ Y LT 3
. a T > X g S B 2
.. 7] m - < n.,w CvaU.n. _m_/ g g
o S < " 9 =3 =1 - S — &
& u o Q SCHM.m i= | m—— 4
? Q8 = S[Es2%{ 2% - \ g
s s c 3 ] <|Zzos D5 & z
y ..w. omm - N i | AL S
< F- o= 23 8
o — . fee) ¥
/ 3 s =% 2 i :
> .y =] e
y B S 8o - =) 3
k w0 S °Q = <
7] & 2 S o
. ! 3 - O (1] =t
3 Z 77 m = =
‘
¢

Paba o ly” et ia 258 S - T8 -at

S

TERET T O,

[

A RAND NOTE




PP L L e T T R W o 2 o U )
RS
- i - o e
a-,"f‘.- .
b ,'o"i
PREFACE gﬁg,‘ a :
Paseloh s
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F A AN
’ This Note reports the major findings and recommendations of a study that cxamined :‘,:::;::'- )
' the relationship of command policy to survivability issues within the United States Air :?,‘;::r"‘
Forces in Europe (USAFE). It presents an assessment of the way in which USAFE ::':f-"\h
develops staff initiatives and programs and how command policy might be changed to help -
insure that survivability is anprepriately consideied during this process. :"EE?-;\
I
The research was undertaken at the request of the Commander-in-Chief of United %.;\;“‘SQ
States Air Forces in Eutope (CINCUSAFE) and begun in carly 1985. The findings of the ;ﬂ-ﬁ?‘
study were presented to the CINCUSAFE and his staff during cariy 1986. Because many of . }
the study’s findings are of gencral interest to all Air Force commands and organizations o 5& .:
concemned with combat operations, at CINCUSAFE's direction the bricfing was given to the ", Ay
Air Staff Board, the Air Force Council, and both the Tactical Air Forces (TAF) :N::E;{
Commanders’ Conference and the USAFE Wing Commanders™ Conference. Both the o ? '
USAFE staff and the Air Staff have undertaken initiatives to implement recommendations in }\_.f-;:f-,\)- ]
the study. These initiadves, which focus on process, complement the Air Force’s Air Base :‘ﬁg‘:ﬁ
Operability Program, which is composed of a wide range of cfforts emphasizing E:;\-E: .

improvements to cquipment and facilitics.

This work was part of The RAND Corporation’s Project AIR FORCE rescarch effort

.l
r
RN

conducted for the United States Air Force and was carricd out under the National Secunty

v
e
.

v v
v
.
L
A
"u
L

Stralegics Program: the project is entitled ** Analysis of European Theater Air Opcerations

and Issues.” This project includes a rescarch team stationed at Hq USAFE, which was primarily

N
".“'J
13 '.
2]

responsible for the development and exccution of the rescarch described here.
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h This Note reports the major findings and recommendations of a study that examined :b:f }
the relationship of command policy to survivability issues within the United States Air 5\% ,
™ )
Forces in Europe (USAFF). Tt assesses how USAFE develops staff initiatives and programs ;‘:ﬂ' ~
and how command policy might be changed 6 help insurc that survivability is appropriately T
. . . ‘7”-‘!" 5
considered during this process.! )
CACHS
- . . . Gt
Survivability considerations may be overlooked in the normal course of N;.,-;,,:.
. . . - . T
business and many times corrective measures take a long time to be implemented. -4 'j;'_’,
ST
. . . . - . . . . PP e
in investigating the basis of this problem, the rescarch staff noted that survivability grows ®
from a choice among a range of mcasures from operations/communications security ‘ ; ‘l:
(OPSEC and COMSEC), to indications and waming (I& W), through offensive operations, ; nd
and on 1o the more familiar clements of ongoing survivability programs: oax N3
AN
Active Defense ., A .;'
. BASALAT
Passive Defense RO
: ‘_.:-:- ]
Damage Control | "@"iﬁ )
. . . - )
Robustness in System Design | m."‘ b
Recovery of Mission Capability ,__\f:

A balanced mix of these measures is necessary to provide for the efficient and ctfective

e, T,

survivability of a command’s combat forces. Relying on a single mcasure to bear the T

responsibility of handling an enemy attack by itself is an expensive and failure-prone

PR

v
'y
P

A
7

approach. - - S A

-

Y
.’l‘ 3, 4y

G %'

RPN

Since survivability is but one aspect of military capability, it is provided for in the

Sy T

IS
.
P

same manner as any other element of military capability (for example, the ability 1o perform
air interdiction): through the day-to-day work of the staff and operational units within a

command. Through this process the command secks to provide an appropriate level of

"The werm survivability, as used in this study, is based upon the definition found in
Air Force Regulation 80-38. We intend to connote a broad range of actions that apply 1o a
wide spectrum of Air Force facilities and units-—air bases, cruise missile units, intclligence
stations, and radar sites. With similar emphasis on a broad range of actions aimed at
continuing operations despite hostile action, the Air Force has recently redesignated its air A
hase survivability ¢ftons as air base operability efforts. (See Air Force Regulation 360-1.)
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survivability tor thc command’s people, its aircraft (while they are on the ground), its remote .;:xﬁ-..;\.
Mo o LA
sites, and other elements of the support infrastructure. For this effort to succeed, however, ;:’}:;‘;: |
AN
survivabliity must be considered in every Initiative the command undertakes, not P
just through a few major survivability initiatives. As a result, each functional arca :j g
o . . . . . R N
(Logistics, Operations, Engineering) has a role to play in insuring that the command’s forces ﬁ.{:t.'"‘:.'j
can survive to perform their mission. ca'::"::':.::
. o . . SN
The problem is not that survivability is ignored; it is that survivability could be better = =~
provided for, even with the resource constraints (in manpower and money) that must be N
O T
continually faced. ;‘_-;f‘;
YRS
In examining how well this survivability process currently works, the rescarch staff TN
R
found that four problematic issues surfaced. These issucs often combine to degrade the A .
effectiveness of the substantial resources already at the command’s disposal. The rescarch Ly,
established that A '.;
phitarad
AASAN
e  Guidance on survivability is often lacking "o
e A functionally organized staff has troublc handling a cross-functional problem I
iy ¥
such as survivability RO
0ALs:
e  Alternative and less costly ways of handling survivability problems are not :“:ﬁ}
r e
adequately explored e ’.' '
e Clever solutions developed at the unit level were not taken advantage of across -:::'Z"Cf'_ :
the command. ‘-::\-'fh'hv
N, -f‘:-
AN
.:-F:-":J‘ ;
In addressing the question of how to improve this situation, the rescarch stafl A "'.""
recommend policy actions that the command can take in four arcas. They arc: A
Ry
AN
1.  Strengthen the guidance and enforce it. Many regulations and plans make e
no mention of the need for survivability. Formats specificd for documents A
describing requirements and defining new programs should include NRY
~
survivability considerations. For ¢xample, the U.S. Air Force draft guidance on
Air Base Survivability should be broadened in scope to include the survivability :_
of the entire air operations “system”—remote sites, communications, intetligence
ground stations, airbase opcrability, and command and control facilitics—nat =~
just air bases. :::
e
':"}. .\:'
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through award and incentive programs, and currently budgeted resources can be
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2. Provide a cross-functional emphasis. Because cach functional arca within Y
LS S Bt
. . . . . . e . ROASMLSE
the staff has an interest in some aspect of survivability, survivability 1ssues are -~ "::l.'r
often addressed piccemeal. A single point of advocacy with authority and e r?.r
. . ey . S
autonomy is needed to coordinate and define the responsibilities of the different ';:EJ':.-.‘;
NS
. . [ ]
functional areas. Standards that cut across all functional arcas should be ’:“:Z‘}F
. . . i oo o
developed and uscd to insure survivable basing, designs, deployments, and ::J‘;ff
operations. Thesc standards must become an integral part of the guidance given -2
A
N . - . . . . ' N
to the command’s staff and its operational units, and the inspection system ‘;._::\-:.,:',_
Al " t
should insure these standards arc observed. j:—.:f,‘:.':'.-
.':“/*f".'
ety
L NTA
3.  Use a decision process that specifically includes survivability. The ®
. . . . . Vi ¥ -,, X
collegiate process, which is often used to assess alternative courses of action @?—(-,
within the Air Force, considers many different perspectives, but survivability is '3 '_
! o,
seldom included in the assessment. Survivability should be specifically 3 ::I_\; .
PR Y
incorporated into a command’s decision process. For example, the USAFE o
PR Bl T
Board structure should include an agency to review the candidates for USAFE's i:{“ o
¢
input to the Program Objective Memorandum (POM) for survivability }‘??‘;z._ W1
N \
considerations. The format for the packages used to evaluate these candidates Cﬁ: .::
o I
should specifically consider survivability measures. Choices made by e
commanders about cquipment and facilitics siting must consider survivability, '_: :-':'
. AN
cven during deployments and exercises, T
R
hONRS
4. Capitalize on individual initiative. Many of the good idcas developed at the ®
. . ) : i NI
unit level are not put into practice command-wide. New ideas should be AL
. . . \‘:‘.T.
encouraged through a communication system, people should be motivated '}.'_-,";
~.\-.__.‘_‘

A
. v
.

made more available for survivability efforts by changing the way in which they

are managed.

The policy actions that should be undertaken first should emphasize correcting the

guidance: This is a high-payoff, low-cost first step.
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LIST OF ABBREVIATIONS
This list contains the full spellings for the acronyms and abbreviations used in this
note.
AAFCE - Allied Air Forces Central Europe
ABS - Air Base Survivability
AF - Air Force
AFISC - Air Force Inspection and Safety Center
i AFM - Air Force Manual
AFR - Air Force Regulation
AlS - Avionics Intermediate Shop
ATF - Advanced Tactical Fighter
ATSO - Ability to Survive and Operate
CAD - Computer Aided Design
CINCUSAFE - Commandcr-in-Chief, United States Air Forces, Europe
i COB - Collocated Operating Base
COMSEC - Communications Sccurity
CONPLAN - Operation Plan in concept format
CPp - Command Post
DCS - Deputy Chief of Staff
J DoD - Department of Defense
EMP - Electromagnctic Pulsc
GLCM - Ground Launched Cruise Missile
HHQ - Higher Headquarters
- HOI - Headquarters Operating Instruction
HQ - Headquarters
[&W - Indications and Waming
1G - Inspector General
IN - Intelligence
10C - Initial Operational Capability
JCS - Joint Chiefs of Statf
JMSNS - Joint Major Svstem New Start
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JSOR - Joint Sysicm Operational Requircment :'ENJ:'\-
ISP - Joint Support Plan 5"1;
JSTARS - Joint Surveillance and Target Attack System o
LIMFAC - Limiting Factors ';::;}::“"
MAJCOM - Major Command E*:E:
MOB - Main Operating Base ;,5"\-_'
OPLAN - Operation Plan O
OPSEC - Operations Security -r:':_.
PDP - Program Decision Package E\’: )
POM - Program Objective Memorandum 'f:E::E_
POV - Privately Owned Vehicle T e
PPLAN - Programming Plan 'Eil'j':
PSOC - Preliminary System Operational Concept :\,::r:w '
SCPS - Survivable Collective Protective Shelter ‘.::E ‘
SHAPE - Supreme Headquarters Allied Powers Europe '-.""?‘.‘“:
SOC - System Operational Concept ',::::l_‘-;'_i.
SON - Statement of Operational Need )‘:-fl:
STOL - Short Takeoff and Landing E-" '
TAC - Tactical Air Command ’
TAC EVAL - Tactical Evaluation
USAFE - United States Air Force, Europe
USAFEP - United States Air Force, Europe Pamphlet
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I. INTRODUCTION
‘This Note reports the major findings and recommendations of a study that examined
the relationship of command policy o survivability issues within the United States Air
Forces in Europe (USAFE). It presents an assessment of the way in whict USAFE
doveiops staflinitiatives and programs and how comniand policy migh be changed 1o help
insure that survivability is appropriaiely considered during this process.!
) The Commuander-in-Chicef of the United States Air Forees i Europe (CINCUSAFED
had oxpresed concentabotit the commana s response o the threat posed to Bis torees, both
!

curtent and channed . CINCUSAFE wus particularly concerned with Has forees” abihity 1o
warhstand etiensive operations by the Warsass Pact tWPL Noting that the many imtaatinves
for manning, equipping, asd basing his forces all required some constderation of
survivibility, he asked RAND's Project AIR FORCE rescarch team at Ramstein Air Base,
Wet Germany, to oxamine how well the commund s day -to-day work addressed
survivabiiny issues and o report on policy measures that might be taken to improve how this

i~ done.

GOALS AND SCOPE OF THE STUDY

T'he stady seeks ts belp insure that the personnel of the command, its aireraft and
nissles owhile tiey are on the ground, its remote sites, and the other elemenis of the
sUprerpmtrasirgoinre can be made suncvable in the face of the WP's increasing offensive
Japabitines To do thic the roscwrdh teaio wddressed one major question: “What Kind o
comrnond pobrcios can help insare that sunvivabiiity is appropriately addressed 1 new
gicteazoveyT e sudy caaner D ergetical and near-term meesures, The term
sppropriatehy s usedd o stres s ihe need 1o stike abalance and make tadeofls.
Suivivabiliy s noc g Uhe o and e T Tt can be overemiphasized as well as
videremphasized. fomust be cverped e the context o ali the command’s other

requiremicnia. Woeor o o len o new vnnaivesT we mcan sudhvelforts s developing

SThe term snr fedd e ascused i this study, s based upon the dehinttion found m
A berce Reavlaton X as. Weintend 1o connote a broad range of actions that apply io a
wide spectrumy o A Foree tacilites and wints e bases, crunse misseic unils, mteibigence
<Uitionssand raedar e Wiilsaailar cmephasis on o hrocd range of achons aimed a
Cvtcing epcrations despiic hostite aonon, the Arr Foree has recently redesignated s air
oo e ceabn ot as o hase oporabdan citorey 0See A borce Regulatien Saee 1
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) Statements of Operational Need (SON), Joint Support Plans (JSP), Military Construction S
A Programs, and USAFE’s inputs to NATO and the Air Staff. In short, “initiatives™ include ':::::"':
almost any formal actions that the USAFE staff undertake. ‘{:::t :
‘ No attempt was made to assess or develop initiatives directly aimed at improving ?\\.::}
¢ survivability (such as the findings and recommendations resulting from Excreise “SALTY D
,’ DEMO”).2 The focus was on insuring that survivability considerations were included in the _.-'
: many other sorts of initiatives the command undertakes. The study was less concerned with C}:::;:
E clever new ideas that provide for the survivability of USAFE’s forces than it was with how ;
' the command can come up with those ideas and get them implemented. This is a process- . ."'
Yy oriented view of survivability. 5:7{, ;
o
; STUDY APPROACH ::'::::::
) The study tcam examined several major command initiatives currently under way or RN
planned, how survivability problems are identified and addressed in thosc initiatives, and the Ci_:"'
control and management approaches usec to insure that survivability receives adequate t:.::
| consideration. It assesscd shortfalls in the ways in which survivability was (or was not) ;‘:-:
: considered in each initiative and sought to understand whether these shortfalls had any yinY
. common basis. Where it found an underlying causc, it then developed recommendations, in ,?, 9
; conjunction with elements of the USAFE staff, to correct the problem. These ‘-E:E\
recommendations were presented to CINCUSAFE for his consideration. ‘EE::’,:'.
‘_‘.‘-"-'

OBSERVABLE PROBLEM, LESS APPARENT CAUSE

5% )

USAFE is faced with many casily observable symptoms of the problems involved in

P A
5 Y

providing an adequatc level of survivability for its forces. For example:

m}{:rv—r—r"
& o" 4

e AN

S

. The Avionics Intermediate Shop (AIS) is being hardened a decade after the

vt

kY
F-15 and F-111 have been bedded down in the theater. .J':-{
.
Lo o e Sts
e  Survivability shortfalls arc rcgularly reported as limiting factors (LIMFACS) WA
within the comrand. For example, during the course of the study one USAFE -::"\:;
Main Operating Basc reported that several LIMFACs were directy related to -—.
N,
arvivahili S
! survivability. N
] sl
' e . . . | | S
<*SALTY DEMO" was an air base survivability exercise conducted at spangdahlem :!.‘\-,.
Air Base in West Germany from 29 Apnl to 17 May 1985, It sought to demonstrate how to . »
conduct basc level operations under air and ground attack conditions. An assessment of the ~—
. . . . o
lessons Iearned from the effort produced several recommendations whose implementition &
the Air Force 1s currently considerning, T
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. NATO is about to build some 500 new shelters over the next six years under its _;“__{
o
Infrastructure Program. These new shelters are being designed to counter a s
e
1969 threat. ..
. . o~
. Hcadquarers/base loading (creating clusters of lucrative targets for the cnemy) e
A
is a chronic problem at some USAFE locations. ;\-‘_‘,.
"
P
. Lo
But none ot these oversights or weaknesses in current survivability cfforts arc causes;
they are symptomatic of the problem. The ones we have listed are simply examples, no more "-,,&
or less important than any number of others. The task ahead is not to patch up as many of }\.E-\\%
these symptoms as possible, but rather to operate on their source. The root of the problem is :‘\:’}.
AM

recally two-fold: Many survivability considerations secm to be overlooked, and implementing

ignored; rather, USAFE could do better to improve it, even with the constraints that the “rbr

command must face. N
To better understand how to get at the root of the problem, it will be necessary to

develop a common framework for discussion. Such a basis is important because

“survivability™ often means something different to cach individual and organization.

ORGANIZATION

Scction I develops this common framework and provides a context for later Uy

discussion by explaining what we mean when we use the word “survivability,” how it e
contributes to military capability, and how USAFE provides for the survivability of its A
forces. The causes of concern and major findings are reported in Sec. 111 it offers
rccommendations in four arcas and provides examples of implementing those

rccommendations. Scction IV concludes the body of the discussion with a summary of

command addresses survivability issues. The appendix offers detailed definitions of the five

basic survivability measures.
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recommendations and a suggestion on where to start improving the way in which the ERONRY
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Il. THE CONTEXT o

WHAT IS SURVIVABILITY?
A clear and direct definition of survivability that helps sct the context for a fuller
discussion can be found in Air Force Regulation (AFR) 80-38, which defines the Air Force

Systems Survivability Program:

Survivability is the ability to avoid or withstand a hostile

man-made environment—without abortive impairment of mission.

To ensure that survivability is adequately provided for, however, we need an
understanding of how survivability comes about. In this case, survivability is the result of
the sum of many survivability measures, which we will refer to as a depth of survivability
measures. As illustrated in Fig. 1, these measures range from Operations Security
(OPSEC) and Communications Security (COMSEC) through Indications and Waming
(1&W) and Offensive Operations and on to the more familiar clements of ongoing

survivability efforts.! Each of these measures adds 1o the effect of the others. They might be

thought of as layers of defenscs protecting a critical assct.

A

The intensity of the arrow in Fig. 2.1 represents the intensity or severity of potential

e

a_s
]

damage that encmy offensive operations could do to USAFE’s aircraft on the ground or its

-
z

support infrastructure. Each level or measure of defensc reduces the effect of that potential

S
-

damage to the point where, if things are working properly, it is possible o sustain operations
over the long term. However, no one survivability measure should be relied on exclusively
to handle an attack by itself; this is an cxpensive and failure-prone approach to providing for
survivability.

Survivability is mission-centered. It is layered and multifaceted, and its goal is o
maintain the capability to perform the mission. Survivability can (and should) be attained in
many ways.

We must also keep in mind several other characteristics of survivability that will bear

on the following discussion:

IThe appendix provides a more detailed definition of cach of the survivability
measures,
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Ind. & Warn
Offensive Ops

Active Defense
Passive Defense

Damage Contro!

obustness

[Recovery

Fig. 1—Survivability Grows from the Sum of Many Mecasures

e  Survivability is not likc safety. There are few day-to-day reminders that it is
important, and survivability scldom enhances a commander’s peacetime record.
(The terrorist threat has been changing this notion in recent years, but in general
it is still true).

e  Survivability measures are casy targets for trimming when funds become more
limited; no one has to pay for such an oversight unless there is a war, so it can

b be a real “play now/pay later” situation.

. Survivability measures are sometimes considered only reluctantly. Peacetime

. motivations arc often at cross purposes with providing adequate survivability:

To address a survivability problem, a manager must commit effort and money

to deal with an envisioned problem. Redundancy is an effective wartime

mcasure: it is not an efficient peacctime policy. There is not likely to be a

demonstration that this was a prudent course of action during the manager’s

“watch.” Such actions not only take a good deal of foresight but also require a

strong conviction that resources are being properly used.

OPSEC & COMSEC

o o
I

Y
{-l

LA
‘-';x'.'

o
> L

v
..

- 3
,. ';l
P

1 v->i

-
.

i
r 14 .p I

« ®_

”

«

P

'-

Ea

[

P e T |

s
"‘:‘&'.
~ %

<&
*y

pte
-:"v & &
[P )

P
E
P
v

-




LT ST e L Sl L L SE LS VS Rl st SE R LLEGL G I G LG Db A EAL GV NASGRME LA LA SAE A Cr LY LA st s M g'e o8 sAe L oTR L SO0 R gTe J3g A3 gig
oy o

e
AN
o)
-6- e
'ﬁ. ‘.
° Often a weak-link mechanism is at work: If a single functional arca lcaves a ;_j' "
3 critical aspect of the mission unprotected, good work by the rest of the staff can :‘N
be undone. ® -
e Finally, a perverse mechanism can come into play. Not really an attempt 10 "_:i} '
pass the blame, it is rather the result of a very logical process. If the command ..f\’_:E:
does not appear to be working on a major survivability problem in onc of its ;S'_E_
functional areas, the rest of the staff will believe they can better use their time in L
addressing other issues. Many times the problem is being addressed, but the E:',,,. ]
efforts to correct it are not commonly known. (Or, more realistically, it is a ":'“ ]
difficult problem to solve, and the measures being taken to handle it are not :;:;
commonly understood.) The perception that it is not being addressed in one &: 4
area colors the efforts of the rest of the staff. ::' .
THE IMPORTANCE O :;: : “
F SURVIVABILITY !
Survivability contributes dircctly to military capability. As shown in Fig. 2, military '\": <
capability requircs people, equipment and facilities, and consumables in the right numbers ;-r:;--;.'.:
and of the right kinds, organized into military units available at the right time in an enduring :E:?\'
way throughout the conflict. Figure 2 also provides examples of the kinds of things we z_.,-. '
mean when we say that military capability requires the right kinds of people (they must be 1‘;‘\" '
qualified) or that equipment must be available (it must be in place) in-theater to be able to F:}%
conduct operations. As shown by the shading in the figure, survivability is a distinct element ‘::;:}
of military capability. It makes people and things available for battle. It determines whether J:::Es'..
the military capability we have dceters the enemy or presents him with an incentive for AN
preemptive attack. ':'.
Military capability is composed of several elements (such as survivability, reliability. :}':::
and sustainability). Each of the different clements is interrelated, sometimes in a ;SE:\:\{:
complementary manner. For cxample, things that enhance Reliability and Maintainability A
(things that are tough and easy to fix) also enhance survivability, because the more the Air 6;:1:*\&

Force can divorce itself from heavy reliance on maintenance, the less vulnerable it is: this is

S
1
)

e

a form of passive defense. Also, the casicer it is for the maintenance organization to fix g

Ly

%

<
z
I
7

picce nf equipment, the more that organization can concentrate on repairing battle damage- a

form of rccovery. Similarly, things that arc casily deployable (able to be in place in the

5

(s

theater) generally occupy a less vulnerable area: are more durable: are casier to hide.

R
., .
A

W
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camouflage, or fit into existing shelters; and seldom rely on unique peser sources.
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NUMBERS

KINDS

UNITS

AVAILABILITY

ENDURANCE

[ MILITARY CAPABILITY I

EQUIPMENT
PEOPLE FACILITIES CONSUMABLES
quantity quantity quantity
quahtied technical performance meets specs
proficient user friendly easy to handle
skill levels dependable long shelf life
motivated
leadership communications unit kits
command connectivity wrsk
strategy wrm sets
tactics
procedures
in the force post I0C in stock
I1n place in place in place
alive undamaged not destroyed
not wounded still functional uncontaminated
heaithy tough shelf life OK
steep and eat easy to fix easy to check
supportable easy to service replerishment
replacements tillers
spares

Fig. 2—-Rcequirements of Military Capability and How Survivability

Contributes

Often, however, survivability interacts with the other elements of military capability

in an antagonistic way. This interaction is perhaps most apparent when the Air Force

considers buying equipment or facilitics. Survivability can adversely affect not only the total

cost ot the systent. bui also the production schedule (past Initial Operational Capability or

poar (OC in Fig, 2) and such things as capability (rechnical performance in Fig. 2).

We want 0 stress two points about the contribution of survivability to military

capability, Finst, survivability is a critical component of military capability: Dead men can't

fahic destrosed aircraft can't {1y

Sceond. because survivability is but one clement of

matitary capability, there are triadeof!s between it and the other clements of military

capability. We can pay for survivability in terms of periormance, operability, or schedule as

woll ax i dollars, Theretore, itis important to understand the nature of these tradeoltfs—lor

cxample, the cosy of survivability in terms of operability- —xo the appropriate level of

survivability can be provided inany particular situation.
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HOW USAFE PROVIDES FOR SURVIVABILITY

As illustrated in Fig. 3, USAFE provides for survivability by using pcacctime
resources to prepare for its wartime functions—providing logistics support and operational
support, and conducting combat operations themselves.

The ability to survive must be created during peacetime preparation if it is to have an
effect while the command is performing wartime functions, such as thosc listed on the right
of the Fig. 3. This peacetime preparation is nothing more than the Services’ mission to
organize, train, and equip that the Air Force (and USAFE) carries out on a daily basis. In
order to carry out this mission, the command undertakes a whole series of initiatives, such as
those listed in the left column of the figure.

USAFE has a great deal of leverage over some of these initiatives (denoted by the
largest bullets), while with others (the smallest bullets) its influence is minimal. Those

initiatives over which it has substantial leverage could be viewed as the “‘pressure points”

Peacetime Preparation Wartime Functions

aerial refueling
electronic combat

W W o L N K,
A T
0L RSy

¢ planning . warning, command control and comm
® programming . .
* budgeting - intelligence
| operational aerospace rescue and recovery
® doctrine v support psychological operations
©® OPLANS weather service
® CONPLANS @
® HOIs strategic aerospace offense
® PPLANS strategic aerospace defense
@ ion . counter air
regulations organize air interdiction
¢ research train SN operations close air support
* development equip special operations
* test/evaluation airlift
¢ acquisition aerospace surveillance and recce
® soc aerospace maritime operations
® SON
* JSOR o| logistics o
-

: :zggs support Cer.nptro.ller '
® ppP civil engineering

medical

maintenance

supply

transportation

life support

munitions

Fig. 3—How USAFE Provides for Survivability
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through which USAFE can influence the process of providing for the survivability of its
forces. This appruach argues for considering ““survivability in every initiative” rather than
considering a few “survivability initiatives.”

Since this process of transforming peacctime resources into a wartime capability 1s
alrcady in place and functioning as the normal course of business, why does 1t not place
more appropriatc emphasis on survivability? The next scction discusses why this is the case

and recommends how to improve the situation.
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s Often the low cmphasis that survivability issues receive is blamed on a scarcity of ;;.;\
. . - AT
resources {manpower and money), but it could be argued that in many cases it is not budget, &:-\_
o pecople, and technology that constrain provisions for survivability. RAND researchers found é‘i ]
p that, although resources do play a role, other factors come into plav as well. and hey grow o
NN
- . . . . .. . . e
- out of the basic characteristics of survivability discussed carlier. i
. . N . o a0l
3 The analysis conducted in this study reveals four major reasons why survivability is ‘t.f;".f
. Yo e
. . - Wit Y
\ not considered as fully as it could be: DN
o
3 . . . . f&*
) e  Guidance is often lacking or inadequate. -~
A ] A functionally organized staff has troublc handling a cross-functional problem -_,:\S
. . . - S
like improving survivability. TN,
. s  Not enough emphasis is placed on finding alternative and lcss costly ways of v;-.g
‘ AT AN
. doing things. ‘{:::i
K- . . . . o,
X . A lot of innovative and uscful solutions at the unit level are not encouraged or \':.‘"'.*
A : oA
" effectively promulgated. N
¥ N
Each of these four factors influences the others in some way, compounding the problem. _\.,,-
> . . . . . oy
These four problem areas also identify the kinds of solutions or remedies that should R
. ‘ - vy g . . . . -l.\'--
: be applied at the “'pressure points” discussed in the previous section and define the major ey
arcas in which we make our policy recommendations for improving survivability. We ?% ’
recommend that USAFE: :'::\‘:N
YA
N . Strengthen the guidance, and enforce it
o Provide a cross-functional emphasis :
o ™
\ . Use a decision process that includes survivability -}.—::
Y - e N A
e  Capitalize on individual initiative. T
! )
[} :_-..\:
A
These four arcas for policy recommendations are sclective and include only the =2
- .‘
, important and practical (from USAFE's perspective). Although they are interrelated, cach o
A
. P . . . A
arca can be addressed individuallv to improve current levels of survivability. BN
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STRENGTHEN THE GUIDANCE, AND ENFORCE IT
Our first group of recommendations deals with the guidance provided to the staff and
operational units. The problem can be traced to the most fundamental levels: 1t is almost as
if there were a pervasive assumption that USAFE will operale from sanctuary bascs, and
; there does not appear to be any central focus for providing guidance on survivability.
‘ Morcover, many regulations and plans make no mention of the need for survivability.
’ USAFE has the latitude to improve the guidance currently provided on survivability
! and has donc so in several important instances (for example, USAFE Regulation 28-5 now
| includces a survivability annex). bui more needs to be done. There are shortfalls in Air Force,
JCS, and DoD guidance, and NATO is in need of assistance. USAFE can affect the nature
and strength of the guidance provided to its staff and operational units in three spheres, cach

less direetly under USAFE's influence:
e  USAFE itsclf
. U.S. higher headquarters

. The NATO commands.

Strengthening Guidance for Survivability Within USAFE

carly stages of planning. Currently, USAFER 27-1, Programming Plans, contains little

guidance to insure that survivability is adequately considered carly in the beddown process.

Within its own command, USAFE should
e Rcquire a survivability annex for Programming Plans (PPLANS)
e Include survivability mecasures in Joint Support Plans (JSPs)
. Develop a Headquarters Operating Instruction (HOI) for survivability points of
coitact
e Include applicable NATO survivability documents in USAFER 0-3.
Require Survivability Guidance in an Annex for Programming Plans.
Rescarchers observed that plans to introduce new sysiems into a theater often present ong of
the best opportunities for insuring that adequalte provisions are made for the survivability of
the system. Many factors affecting a system’s capability (for example, strategic location,
neadquarters, and air base loading) can be addressed in a practical manner only during the
|
l
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We recommend that USAFER 27-1 be revised to include an anncx on survivability.
Such an annex might be patterned after the survivability annex suggested for Operations
Plans in current USAFE guidance (USAFER 28-5). In addition to specifying details, this
annex should stress what might be termed the “survivability stratcgy” for the system: the
overall game plan outlining which of the many survivability measures arc appropriate for
protecting the system in question.

Include Survivability Measures as an Annex in JSPs. Some 70) Joint Support
Plans (JSPs) detail agreements between the United States and each host nation concemning
the facilities and support that will be provided at each of the Collocated Cpruiing Bases
(COBs). There are no in-place U.S. forces at these bases in peacetime, but nearly two thirds
of U.S. fighter aircraft will operate from COBs if NATO is fully augmented during a
conflict. The survivability of U.S. forces operating from COBs is a shared responsibility,
with a considerable share falling on the host nation. The format for JSPs is outlined in
USAFER 28-2, which provides command guidance for writing JSPs. ‘During the course of
this study, an update to this publication was under consideration; it would have specifically
included an annex on survivability in the suggested plan format. The current suite of JSPs
do not include survivability considerations for COBs and make no demands on our allics to
comply with NATO standards. The U.S. Congress has expressed reservations about the
protection afforded augmenting U.S. aircrafl at these bases.

Our recommendation is that USAFE carry through on the cffort to include a specific
annex on survivability in the JSP format.

Develop an HOI for Survivability Points of Contact. HOIs provide guidance for
efficient staff action. There is no USAFE HOI identifying points of contact or offices with
the primary responsibility for particular aspects of survivabilily issucs within the functional
areas on the staff (operations, logistics, etc.); new staff members must rely on informal
means to determine this information.

We suggest that a new USAFE HOI should be writien to identify not only USAFE's
new single coordinator for survivability issuces, but also cach office within the functional
arcas which are expert in particular arcas (such as tactical deception, hardening, casualty
treatment, and cxplosive ordnance disposal).

USAFE HOIs relating to survivability are numbered according to their functional
arca; this makes it difficult to appreciate the balance (or fack thereofl) of guidance provided

to the staff in the survivability arcna.
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The Air Foree has created a specific 360- series for survivability publications. We ‘;'_:'..2
therefore recommend that USAFE reissue USAFE HOI 20-3 (chemical warfare) and -_f_:'_.;'
USAFE HOI 355-1 (disaster preparedness) as 360- series publications and develop _\‘A: )
additional staft guidance for the other survivability sub-arcas as required. ;\‘S‘Qf
| Include Applicabie NATO Survivability Documents in USAFER 0-3. National ::'-15.:: ‘
L torces do not usually use NATO directives directly. NATO relics on the member nations” ;:.':f';
; military staffs to incorporate its dircctives into national publications when appropriate. This ‘__ .“
I approach requires that USAFE statt officers be familiar with NATO directives and use them .:_."::3
F in drafting USAFE guidance. To aid the staff with this task, USAFE publishes a Tist of key :':“
NATO documents (LSAFER -3y, This regulation almost completely ignores the rather “;‘:,_,
’ stzable number of NATO documents dealing with survivability. - ] w
To mprove the administrative tools appliciable to survivability, USAFER 0-2 should ::';',::":_
be revised to incorporate the key NATO documents dealing with survivability, Some :';E-L
consideration should be given to developing a hibliography of all NATO survivability :E._-':_:

documents.

Strengthening Guidance Within National HHQ for Survivability

[

USAFE can exert a substantial degree of influence on higher headquarters (e.g. US.
European Command, HQ USAF); recognizing this, the command should try (o insure that
uppcr cchelons provide appropriate guidance on survivability. Some specific actions that

should be taken in this regard are:

. Include survivability in Air Force Manual (AFM) 1-1, the manual that defines
Air Force doctrine

. Improve SON/SOC standards to include more substantial treatment of
survivability

s Revise the OPLAN format to specifically address survivability.

e Encourage the Joint Stalt to revise the definition of “military capability™ in JCS
Pub 1

. Include in JCS Pub 1 a definition of survivability

. Revise AF 360- scries regulations to address operations under attack conditions

for the entire Air Force mission, not just air bases

~
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e Improve critical aspects of current Air Force regulations
. Develop a 3- series manual on tactics and procedures for air base combat

operations

Specifically Treat Survivabllity in Air Force Doctrine. Air Force doctrine has
largely failed to address survivability in published form. The rescarch team reviewed
several previous versions of the Air Force basic doctrine manual (AFM 1- 1 in addition to
the current (March 1984) version. Throughout this history of the thinking on how and why
1o employ airpower we found little or no consideration given to protecting the foree (o
enable it to operate in a hostile environment. For example, the current version of AFM -1

outlines specialized tasks that are necessary 10 INSure MIssION SUCCess:

Acrial Refueling

Electronic Combat

Waming, Command, Control and Communtcations
Intetligenice

Acrospace Rescue and Recovery

Psychological Operations

Wcather Service.

Many of these specialized tasks have been incorporated into Air Foree basic doctmie for

scveral vears. At least four other tasks fall into this category:

Active Air Defense

Active Ground Defense

Passive Defense

Damage Control/Reconstitution/Recovery.

These, 100, arc necessary for successful war fighting and all are directly related to
survivability, but are virtually unmentioned in the current version of AFN -1 Perhaps
more important. the Air Force has committed funds to major programis i puisuit of these
tasks. There is a realization that these tasks are critical. and that reaiization has heen acted

upon, but there is no doctrinal baxis for this action.

IThese include manuseripts dated trom 1953 1o JOSd and an m-progress dradt daed
October T9XS.
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USAFE can and should help correct this failing at the most fundamental level of
euidance. As a result of an initiative undertaken by USAFE’s Deputy Chict ot Staff for
Plans and Programs and direction given by the Air Force Board, work is underway address
such tasks more appropriately in the next revision of the basic docinne manual.

Improve Uneven Treatment of Survivability in SONs/SOCs. System Opcrational
Concepts and Statements of Operational Need are basic source documents that influence the
development of Air Force systems. At the time the £ ND study team reviewed the dralt
Adr Force guidance (AFM 55-XX) on developing SOCs, its treatment of survivability varied
greatly among the various agencies responsible for developing SOCs. This treatment ranged
from entirely adequate to nonexistent. Guidance for SONs (AFR 57-1) was cven more
sparse, leaving largely up to the writer the way in which the SON addressed survivability,

Athough this practice can allow a great deal of flexibility in tailoring the issuc to the subject.

L3

it often results in the matter's being overlooked entirely.

AN

¢

These shortfalls in guidance should be corrected. Each agency should include an

LR A

adequately detailed description of the survivability aspects of the system’s operational

x
2
1
v

congept in that part of the SOC for which the agency is responsible. Each SON format

a v
.

1
L)
Ay

specified in AFR 57-1 should require that the “survivability strategy™ for the systent be

*
g

e
‘l’ .
Ji“ )

included explicitly in the SON.

Y
.l ..
Sty
‘ [}
2

Revise OPLAN Format to Specifically Address Survivability. Ab-M 28-3

suggests a format for OPLANS, which are routinely written using this format. Aside from a

5 %
Pl sl)

brict mention of chemical warfare, this formai makes little specific provision for
survivability considerations.
To correct this situation, the format in AFM 28-3 should be revised to include an

annex specifically addressing the survivability of the forces to be used under the plan.

.Y l.?

USAFER 28-5, which governs OPLLAN development within USAFE, contains a suitable

b

example of such a format.

;%%

Revise Definition of Military Capability in JCS Pub 1. The current definition of
military capability (ax specified in JCS Pub 1) docs not include many of the characteristios
that are required of capable military torees. Because ol this shoricoming, the relationship
berween survivability and military capability is not clearly defined.

In order to illustrate this relationship. the definition of military capability in JCS Pub

I should be revised o provide aninclusive detinition. The definition of military capability
outhined in Sec. 1 above, explaming “The Importance of Survivability,” can serve as the

huasis for this revision




S 16 -

Include a Detinition of Survivability In JCS Pub 1. There is no definition ot

survivability in formal guidance above the Air Force level. We recommend using the

definition in AFR 80-3R, which is clear and to the point:

Survivability is the ability to avold or withstand «@ hostile.

man-made environment—without abortive impairment of mission.

Broaden the Scope of AF 360- Series Regulations. Air Force 360- series
regulations address air base survivability. However, the problem ol insuring that airpower
can survive to fight is wider than just insuring that air bases are able to operate under
wartime conditions; it requires that we also have survivable intelligence ground stations,
command and control facilities, communications stations, and air defense sites. Ax it stands,
the series strongly emphasizes flying operations from un air base. This is unquestionably
important, but all Air Force units and installations must be able to withstand or avoid hostile
acts in time of conflict. Survivability in the overall sense. not just air base survivability.
should be the focus of these regulations. Ground Launch Cruise Missiie (GLOM) units in
the ficld, communications sites, command posts, and intelligence ground stations all need the
kind of guidancc the draft regulation provides. While many of these are located on air bases,
many are not.”

The scope of the 360- serics regulations and manuals should be broadened o include
these other critical locations. A regulation or manual to address the unique aspects of cach
type of facility should be developed.

Improve Two Aspects of Current Air Base Operability Guidance. Current A

Force guidance on air base survivability is found in the new Air Force Regulation AFO

360-1 (dated 31 December 1986), titled Air Base Operability. This landmark regulation is
the first one in which the Air Force has formally documenied the organizational and
functional aspects of operating an air base under attack conditions. However, as with any
new cffont, some improvement could be made. Two important arcas in this regard deal with RS
SN LW
the functional definition of air base survivability and how the Air Force plans to organize Z-}.-".»::
A
, AR
| itself 1o address the problen. o
\ RS 6
TR . . . . s . . e Ve
2This problem promises to grow in the future. The Air Foree is currently planning RN
several umique, highly capable intelligence ground stations 1o complement several of the Air ESASAS
1 Force advanced scnsor platforms. If the survivability of the operations at these factlitios is ol
not adequately provided for they will become the weak link in sensor systems that have o :f«._'f_-.':\:
considerable capability against the encmy. PO
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threat analysis that has not been updated for many years. Although much of the threat data
remain valid, important aspects are outdated (particularly the assessment of Warsaw Pact

precision-guided munitions).

h M - - nl \
‘
R
B,
-17 - . _,,’ .
f 25
] The functional definition of air base survivability overlooks damage control. This :'.:»‘::'-"
! function is part of air base rccovery, but there is a difference between time-critical actions, ;:E:-_‘.;:.-
which may have to be undertaken during an attack to control the level of destruction, and a :
simply putting things back together after the fires have gone out. Because they are not c"::"} ,
; addressed as separate functions, such time-critical actions are largely overlooked. Fire f.‘-'):: :
: fighting is alluded to only once in the document (Chapter 7, p. 17). Personnel rescue is ;E,:i,‘ '
[ never mentioned. In contrast, repair of critical facilities and resources is discussed o
: appropriately throughout the document. ::,: ¢
3 The document adequately addresses a wing level organization, but it does not address 2:?_: ;
5- a sub-wing level unit operating on its own. The Tactical Air Forces (TAF) typically deploy "E:'_ ‘
{ 1o combat theaters in squadron-sized units. These units will be faced with problems similar - ;
" to those confronting a wing at a MOB. Under the organizational precepts outlined in the ;S:E'
y document, such a unit will have neither the organization nor the resources to properly ig: .
address survivability problems. The adequacy of the program is questionable for three \::E*
circumstances: a remote site cut off from its MOB, squadrons deployed to austere locations, - t. '
and units operating from COBs. :_,:: X
' Develop a 3- Series Manual for Air Base Combat Operations. The 3- scries of :,:'“ E-.
: Air Force Manuals provides tactics and procedures for the combat employment of Air Force :'5-'2; '
assets. There are no such manuals for air base operations under combat conditions. - :
A series of manuals (similar to the 3-1 series for tactical fighters) should be {::::—.
devcloped to explain and illustrate tactics and procedures applicable to the various aspects of “".;:-'
opcrations on air bases under wartime conditions, ::-:E::: ]
A
Strengthening the Guidance Within NATO E-f_éx
The USAFE command should ‘ﬁsﬁz
-:";-\.::\.
N
: e Arguc for updated NATO air base design criteria ','
e Spccify protection for key civilian personnel (both U.S. and foreign). ;_::'_:::::
o
Update NATO Standards. Current NATO air base design criteria are based on a l":r:-':‘
I

l\ Ll
R TR IS I .“-n.:-\‘ N
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We highly recommend that the NATO design criteria be revicwed for completeness
and currency, particularly with respect to their threat assessment. The U.S. Air Force should
take the lead in this effort because of its growing cxpertise in air base survivability and
intelligence assessment capabilities.

Researchers also noted that NATO has been hesitant to develop a standard design for
facilities in order to allow national construction and design techniques to execute the NATO
design criteria in an individual manner. The strength of this approach is that it allows for
diffcrences in, and the ongoing evolution of, design and building technology: but it can result
in an expensive redesign phase for cach new building program. Often, previous designs are
entirely adequate. (Programs intended to increase the number of hardened squadron
operations facilities, for example, may not nced to redesign the structure.)

Two approaches can be used to alleviate this problem; both deal with changes to the ‘
NATO critena. In the first, a standardized facility design could be provided along with the
NATO criteria. Contractors should be asked to outline what advantages a redesign would
offer. 1f warranted, it could be undenaken; otherwisc the standard design would be
exccuted. In the second, computer aided design (CAD) technology could be used to
translate the NATO criteria into an exccutable design. In that case, the NATO criteria for
cach facility would be published as inputs to (or part of) a commercially available CAD
package.

Require Protection for Key Civilian Personnel. Many U.S. bases in the European
theater rely on host nation personnei for critical wartime tasks, often protecuicn for these

personnel (chemical warfare gear or personnel shelters) is not addressed within the host

nation agreement. At times, this lack of specific consideration results in the inability of

2

personnel 10 carry out their tasks under wartime conditions; at one USAFE base the only :'f\:-.
. . . . . s
personnel trained to change the chemical filters used to chemically harden a major repair ._\_.:-_.::
facility were host nation civilians who were not provided any chemical warfare protective SN
gear. ®
. A o ‘.'..IJ -
Support agreements with host nations should specifically address the resources A
Ay
necessary to operate in a hostile environment. This consideration should detail what type of ey
. R . . . - . \'-
cquipment and facilitics are required, the numbers or size required, and who will provide ~%
‘\ -
them.
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Enforcing the Guidance

Insure Existing Guidance is Enforced. It is not enough mercly to write new
guidance or correct shortfalls in existing regulations—the guidance must also be enforced.
Standards nced to be developed, and units and systems need to be evaluated according to
these standards. The involvement of USAFE Inspector General (1G) and the NATO
Tactical Evaluation (TAC EVAL) team is critical, as is following up on their findings.

Currently, HQ Air Force Inspection and Safety Center is instituting a program 1o
standardize the inspection criteria for evaluating the Ability to Survive and Operate (ATSO)
programs of the USAF’s Major Commands (MAJCOMs). The MAJCOMs began actively
participating in the program during the latter half of 1986. Although this effort is just
starting and its success remains to be scen, it provides the kind of inspection and evaluation
emphasis necessary to insure that appropriate survivability guidance is developed, observed,

and enforced.

PROVIDE A CROSS-FUNCTIONAL EMPHASIS

The next sct of recommendations deals with the cross-functional nature of
survivability and of cfforts to improve it. It is difficult for a functionally organized staff to
address and solve such cross-functional problems as improving survivability. Because each
functional arca within the staff has an interest in some aspect of survivability, survivability
issues arc often addressed in a piccemeal manner, Yet improved survivability demands that
different functional clements focus on the same issue. Two improvements or changes must

be made to provide this necessary cross-functional emphasis to the problem:

»  Changing organizational responsibilitics in order to improve the way that
clements at the staff address survivability issues
. Using survivability goals or standards to help the command develop the skills,

techniques, and cxpertise nccessary to address survivability problems.

Changing Organizational Responsibilities

To improve the way the USAFE staff address survivability issues, organizational
responsibilities must be changed. We recommend that organizational responsibilities be
changed by expanding the charter of the Air Base Survivability (ABS) Task Group to
include a broader area of concem, providing a single point of contact for the rest of the staff

and outside agencies, and creating a principal 1o set and enforce standards.
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Such changes in responsibilitics do not fit well into a functionally organized staff; it
will be no easy task for the command to make such a transition and insure its longevity.?
However, for survivability issues to be addressed in an appropriate manner within the
command, some element of the USAFE staff must be charged with the responsibility for the
broad spectrum encompassed by survivability and be given the autonomy and authority 10
carry out such a charge.

Expand the ABS Task Group Charter. As pointed out in Scc. II, USAFE cxercises
substantial leverage over some Air Force initiatives. We have termed these the *“pressure
points” that can be used to help insure that survivability is adequately provided for the
command’s assets. The cross-functional USAFE ABS Task Group is charged with bringing
together the expertise of the various functional areas to address survivability problems. It is
composed of representatives from across the staff. Although the group is specifically
charged with working actions that are viewed as “survivability” initiatives (developing
shelter programs, providing chemical protective gear), its charter is unclear on many of the
functions we have identified as *‘pressure points” (reviewing SOCs and SONSs, drafting
regulations or OPLANS, making inputs to the USAFE POM and beddown planning
process).

We recommend that a review be conducted and specific provisions be made in the
ABS Task Group charter to insure that the Task Group take an active role in developing and
assessing those initiatives aligned with USAFE's “pressure points.” This involvement
should take place early enough in the staff process that survivability issucs can be addressed
and changes and can be accommodated with ease.

Using Survivabllity Standards or Goals

In order to provide a cross-functional emphasis for survivability issues, the members
of the command must learn the proper skills and techniques for addressing survivability
problems. Helping a large, complex organization such as USAFE to lcam the proper skills
is no easy task, especially when these techniques encompass a wide range of functional arca
expertise. Goals and standards help to keep this effort practical and down to earth. They
direct the leaming experience and provide something to strive for. Thus we recommend that
USAFE define a unified set of survivability goals or standards. More specifically, we

suggest that USAFE dcfine this set of goals, standards, or criteria across

3During the course of the study USAFE undertook several actions aimed at providing
the staff with a cross-functional perspective. For example, a new office (USAFE/DES) has
been sclected as the command’s single point of contact for survivability matters.
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e weapons systems
e air bases and other facilitics

e units within the command.

One way to do this is to publish a set of survivability standards.

Publish a Set of Survivability Standards. As we discuss below, simple,
straightforward analysis can be used to develop implementable standards that can help insure
the survivability of USAFE'’s forces. It is also possible to develop standards in such a way
that they have reasonable effects on mission performance or cost. The research staff has
observed that there arc currently few such standards.

We recommend that each functional area (DCS) within thc USAFE hcadquarters
develop a set ¢. such standards, paying particular attention to both the effect on survivability
and the “cost” that must be incurred to attain this aspect of military capability. These costs
may affect a unit’s operability, its budget, its maintainability, or any number of other aspects
of the unit’s mission. Thus, it is critical that the functional area responsible for the mission
(rather than some outside agency) assess the effect of the actions required to attain thesc
survivability standards. These standards must be dynamic; as the threat changes and
intelligence assessments are revised, these standards must be re-cxamined.

USAFE should publish the standards that have been developed by each functional
arca in dircctive form. These standards should be put into practice during exercises,
deployments, and inspections, as well as serving as guidelines for systems’ development and
beddown.

An Example of Criteria and Standards: A Tent City. To illustrate the kinds of
criteria or standards we mean, we show how to assess the vulnerability of the men and

women in a tactical unit operating from an austere location and to use this asscssment o sct

such as those set up to house the people in a tactical unit deployed to a COB. On the vertical
axis we have plotted the number of casualties that result from attacks by two different types
of Pact ordnance (labeled Type 1 and Type 2) and on the horizontal axis the distance

between the tents.

4See the discussion on “Strengthening the Guidance within NATO™ and “*Assessing
the Threat and Vulnerabilitics™ for a related discussion.

' a survivability standard. Figure 4 illustrates the effects of a typical attack on a “tent city”
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Fig. 4—Criteria and Standards for a Tent City

The number of casualtics provides a measure of how survivable a tent city is. The
spacing between the tents represents the price of varying levels of survivability: it represents
an cffect on the unit’s operability. The further the tents are spread out, the more time has to
be allowed for people to cat or to get a shift assembled and be transported 10 jobs on the
flightlinc.

It the tent cities dre set up in usual fashion, clustered together with mimmun spacing
between tents (about 10 10, up to 45 peopic coutd he kuled ma single witack ™ 1Hhe wents
are spread farther aparnt, the potential casualtics fall of € Thut dispersat Towers Uie number of
casualties 1s common knowledge: the crittcal information i~ knoswing how mech they 1all
off- the shape of the two curves, With such mtormation 1t possible fo detenire the pas olis

and costs of dispersing the tent ety in shorts whether iois worth the effort,

SClustering tents closely together is the practice nmany clements of the U S0 drmed
Forces, not just USAFE. See. for example. the photograph of the 1983 " Bright St™
exercise in UNATO and "Out of-Arca” Contingences.” uternational Defense Revies . No
5. 19%7.
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In order to sct a standard, the criterion must first be decided upon. To demonstrate
the point, suppose that no more than five casualties in any given attack has been chosen as an
appropriate level of risk. This criterion results in a spacing between tents of about 50 feet,
which would then be the number that needs to be advertised and, more important, uscd
during deployments, exercises, and inspections.

This kind of straightforward analysis can be done by the staff on a regular basis 1o
develop and apply a whole family of standards.

A few points are in order before we leave this cxample. First, the illustration is a real-
world problem—these results could be used right now to set a “lent city standard.” Next, this
type of tradeoff analysis can bc done by either USAFE headquarters or by a wing. Such
analysis does not require a large scale, complex simulation. Third, the approach taken did
not requirc more money; the cost incurred is in terms of opcrability, not dollars. Further, the
standard should not be limited to addressing only spacing. Earlicr in our discussion of how
survivability should be attained, we pointed out that no single survivability measure should
bear the responsibility for handling an encmy attack by itself. Such a standard should also
rcquire such other measurcs as using camouflage and digging trenches that could be used if
there were adequate warning. Finally, this “what you get and what you pay” approach
represents a general methodology that can be applied to other problems, as the next exampic
illustrates.

An Example of Criteria and Standards: Communications Van Siting. Asa
sccond illustration of how to define standards, we show how to analyze the criteria for
communications van siting. In Fig. 5 we have plotted the probability of a communications
van’s survival at a deployvment base (vertical axis) as a function of its distance from the
squadron operations center (horizontal axis). (Here we are dealing with collateral damage.
The squadron “‘ops center” is the primary target.)

There is a region of ambiguity in this assessment (shaded portion on figure) that
depends on whether the communications van falls along the axis of attack (the lower curve)
or perpendicular to it (the upper curve). Again, the henefit is the probability of survival, and
the cost is the distance from the squadron operation center o the communications van.

Deploying units usually set up communications vans ncar the squadrons operations
center (about 10 to 20 fect away). Suppose, however, a criterion is chosen requining a 60
percent <hance that the communications van will not be included in the collateral damage

resulting from an attack on the squadron operations ¢center. In this case, the van must be

located about 600 feet from the squadron eperations center.
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' Fig. 5—Ceriteria and Standards for Communications Van Siting
. USAFE s currently using this information to develop a communications van siting
standard for deployment bases. The point of the example is that even such a simple analysis
can result in a standard that can be put into practice.
‘ Other Ways to Provide a Cross-Functional Emphasis

USAFE could also improve the cross-functional emphasis of different staft clements

. on survivability issucs by:

. Writing a USAFE HOI defining points of contact for survivabilily issues

. Using videotape to communicate good ideas among functional arcas

. Insaring that all functional arcas arc familiar with the NATO funding process,

oL
. . . . . o

The first of these was discussed as a way of strengthening gutdance. o
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Use Videotape to Communicate Good ldeas. During visits to various USAFE
bases, the study team was introduced to several innovative and constructive approaches to
survivability problems. Often these approaches could have been used to handle problems at
other bases.

Although there is a great deal of communications among USAFE’s bascs, and the
command has established a survivability officer at each base, exchange on survivability is
lacking: Those faced with solving problems related to survivability are not made aware of
solutions that have already been implemented. One simple way to pass such information
would be to encourage base and wing commanders to vidcotape approaches they have found
useful in providing for survivability; USAFE headquarters could compile and distribute such
programs back to all the bases, providing an outline of the approach taken, where it was
implemented, and who should be contacted for further details.

Insure all Functional Areas are Familiar with the NATO Funding Process.

Many of the approaches to passive defense entail building hardencd or fragment-protected
structures. Such projects may be cligible for funding under NATQO’s infrastructure program.
Because of the expertise gained by staff members about the U.S. funding process as a result
of previous assignments, funding for such construction is often sought through the U.S.
funding process. The Congress has repeaiedly declined to fund military construction that
NATO could pay for, thus delaying program initiation.

Rescarchers recommend that an early determination of NATO funding cligibility is
nceded to avoid this problem. Including such considerations in the Program Decision
Package (PDP) questionnaire, as suggested below (see end of Sec. IIT), will help insure

appropriate funding sources are considered.

USE A DECISION PROCESS THAT INCLUDES SURVIVABILITY

The next set of recommendations deals with the decision process— the deliberations that

“turn on’”” any new initiative, for example, cvaluating a PDP or choosing between operational
concepts for a SOC and relating these initiatives to other command actions such as the
Military Construction Program (MCP) or the NATO Infrastructure Program. Typically,
these decisions arc made at what have been termed the “pressure points” carlier in this
discussion.

To insurc that the decision process includes survivability, we recommend
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T e Incorporating the nccessary elements of survivability during the decision
\

R process

. Assessing both the threat and the vulncrabilitics

:: J Allocating resources appropriately.

A

()

¢ Incorporating the Necessary Elements

] Insure that Decisions Include the Critical Elements. To improvc the

':: consideration of survivability issues during the decision process, we recommend that:
:
; 1 A depth of survivability measures be considered with a view 1o choosing

several (not just one) to protect the system. Each must be assessed as to

— costs, or what you must pay

— benefits, or what you get for each.

PO

2. A range of threats be addressed

1Y

L
."_‘,

— defining the types of hostile forces that arc applicable
! — specifying pertinent details of their attack
— emphasizing countering critical actions common to all attacks.
3. Deliberations take a “systcms approach’ that

— considers all elements of the system or facility
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N — identifics the unique vulnerable clements.

A

)

A An Example: Using Scorecards to Aid in the Decision Process. Figures 6 and 7

‘ iltustrate one approach that can embody thesc thiree ciements. Although some might call this

A a decision methodology, it is actually little more than a combination of a checklist and a

:‘ scorecard. It is straightforward and often used in analysis to present widely differing

':" information to a decisionmaker. The first figure shows a way scorecards could be designed .
i to help insure that survivability is appropriately constdered in the decision process (during

’ the approval of a beddown plan, for example). The three recommended clements of the

W analysis are all present:

o

1 . A range of survivability measures (from active defense to recoveryy can be

_‘ considered; the scorecards are used to present both the bencefits and costs of

L cach (the pavoffs against those hostile force actions that are critical for an

_' cnemy 10 make good his attack, and the effect on the svstem element interms of

. the different kinds of costs that might be incurred).®

4 o
\ ~ 6Sce the appendix for a more detailed description of cach survivability measure. :
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PAYOFFS AGAINCT

HOSTILE FORCE ACTIONS

EFFECT ON

SYSTEM ELEMENT

SURVIVABILITY .
o & R
MEASURES \(('\ b“ \\‘\\* \)@\ & PA o - > \b\‘ o\\ 2 “eb\’ °¢,\ 60\ &
) F & EF TS &S ¢ o o© ® ¥
ACTIVE DEFENSE N I S A | N
Raid Assmnt Cmd decisions [ v ] - R
Engaging Attacking Forces . - - e ey m
PASSIVE DEFENSE L e e . . N [ S— SO S
Mobitity Maneuverabihty ., - . .. . . . .— 4 ' R
Distance from Threat . . . . . . IR B !
Facility Equipment Siting . el e . . . . I _—
Concealment | e e e s . -] +
Deception L e . N - . . - _L, —
Barniers L . N . . . . —— (S UV SRS S—
Protection S . . . e e —w : 4 7»_»_{
Redundancy - . O S | 4 4 —
Dispersal Distnibution .. . - - DU E —
| Reduction e e _ N - FEERTE [ SR —
| DAMAGE CONTROL . . . . e —-—
! Situations Assmnt Cmd Decisions } . . - ]
Fire Fighting L . . . . L 4 L
Rescue e e e - .
Emergency Medical L e e e
Emargency Ordnance Disposai e . . . R 4 4 ]
ROBUSTNESS S TR 1 -
i Ability 10 Operate  Wartime Cond e~ . -~ . — - —-4-
Design to Limsit Damage S - —
RECOVERY . A _ 1T
Repair Assmnt Cmd Decisions e . R . - L o
Ordnance Cleanng S e - . . 1 R
| Facility Reparir L e P ¥
| Equipment Repairr Replacement | e} - OPERATING
Long Term Medical L e + .
AReplacement Personnet N ] BASE
\ AIRBORNE PLATFORM
T COMM LINKS
Fig. 6—A Scorccard to Aid in the Decision Proces

e  The scorccard design allows the assessment of a wide range of hostile forces by

cxaming a chain of critical actions (detect to damage) common 1o all.”

e  The method is flexible cnough to allow an assessment of cach of the elements

i of the system under consideration (for example, the operating base. the

l may be vulnerable.
\
|
|

airborne platform while on the ground, or the communications linky) that

'Figure 8 provides some examples of the critical actions associated with the manned
atrcraft and terronist threats.
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! Such a scorecard presents the information to the decisionmaker in a consistent and Ty
L i
. . . . .. . . s
f concise manner, but it is not designed to present conclusions. The decision is still a :.-";.- ]
e
Jjudgmental one for which the scorecard is only an aid. The decisionmaker himsell draws [ )
V',;.('
. N g
[ the conclusions. ‘\'u"
. . . . b
Y This scorecard approach has been used to help the USAFE operations staff assess N ';
N
. . . . . P A
altemative operating concepts for the Joint Surveillance and Target Attack System :_,Q,-
LY Y2
(JSTARS). .
Figure 7 1s an example of the way scorccards were used for the ISTARS assessment. Lt
g p Y o
. . . . . . '-a-\':"' )
In this example the system clement considered is the operating base: survivability measures AR

are being assessed for their effectiveness in protecting against an air atiack on the base N

The portion of Fig. 7 with shading shows the kinds of pavoffs from the various ’ [}
survivability measures against hoslile force actions. Dark shading is used il a measure ,d,.' s
shows great promise in providing for survivability. Lighter shading 1f it shows fess promisc, ;’t;-_
and none if a measure would have little effect. [;' /

It is not practical to counter some enemy actions, The “shoot™ column hus no ' ;
shadings because not much can be done to keep an cnemy irom actuaily pulling the tngser i i:;\-_(.\
he has already closed within firing range and aimed at his target. Alithough active detenses A
could concetvably bring the attacking aircraft down, the time avatlable between aimng wind
frring is so short 1 is not really practical to try.

This payoffs section of the scorecard wdentifies measures that will bocome part of the

survivability strategy for the system. For example. damage conirol robustness | and

S
N
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recovery provide a last Iine of defense thut a strong one r other measures tacrve and passive
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defenses break the enemy s cntcal chatn ol events carlicr in the process Such a ity woeald
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olfer a good depth of measures for survivability.
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The nght portion of the scorecard is used to show thie cffo ctot cach ot the
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survivability measures.  Only those mcasurc. that will have a major effect on thie svatem

Z

have been assessed. A minus sign indicates @ mcasure would have ancgative ettedt
(ncreasing the cost or decreasing the perfor ee of the basey, aid g plus nudicates o
. |

measure would have a positive cffect Altheueh the eftcet of sormie som e av i micases (s

largely negative (mobilitv'mancus crabdiy i WS (dixtanee from freany are largehy
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positive, "

: $A mobile basing schenie envisions a compleiely transpailable intethi cnee and
logistics (primarily avionics mainienance) suppoert contingent supporing JISTARS (oreralt
Mving from randomly chosen airiields across Europe. There are mdicanons thot awoream anid
basing scheme. a statestde MOB supporting several operating focations within the theater. s
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SURVIVABILITY
MEASURES

ACTIVE DEFENSE
Raid Assmnt. Cmd decisions
Engaging Attacking Forces
PASSIVE DEFENSE
Mobility  Maneuverability
Distance from Threat
Facility Equipment Siting
Concealment
Deception
Barriers
Protection
Redundancy
Dispersal ' Distribution
Reduction
DAMAGE CONTROL
Situations Assmnt Cmd Decisions
Fire Fighting
Rescue
Emergency Medical
Emergency Ordnance Disposal
ROBUSTNESS
Abiity to Operate Wartime Cond
Design to Limit Damage
RECOVERY
Repair Assmnt- Cmd Decisions
Ordnance Clearing
Facility Repair
Equipment Repair 'Replacement
Long Term Medica!l
Replacement Personnel

-29.

PAYOFFS AGAINST
HOSTILE FORCE ACTIONS

EFFECT ON
SYSTEM ELEMENT
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B Great promise in providing for survivability

7] Less promise
[] Little effect on survivability

Fig. 7—A Scorecard Used to Define USAFE Command's Input to the European
Concept of Operation for the JSTARS

As an illustration, we will consider redundancy, a form of passive defense. Our

assessment is that redundancy will increase the cost of the system because of the additional

cquipment needed, but this approach also has positive aspects: It could influence the

cnemy’s ability or willingness to target the operating base, reduce his ability to damage the

mission capability of the base if he does attack, and increase the ability of the operating base

to produce sorties (performance and reliabilitv/maintainability) to fill the JSTARS orbits.

This assessment by means of the scorecards brings to light the “whole story™ for the

decisionmaker. This approach easily desceribes the complete picture.
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Assessing the Threat and Vulnerabilities .r'“._
Py
“~
Rank Facllities and Installations According to Survivability Needs. Currcntly f\;‘
ol
the command undertakes survivability initiatives after a casc-by-case assessment of cach ®

base or facility. Such an approach can be effective, but another approach could be more ::._:
' cffective: The threats to each installation and the criticality of the mission performed there ::'-:\
,,_; can be assessed within a common framework. This approach has the potential to provide a f:"":
more efficient allocation of both staff effort and resources, and it ranks programming 2
improvements.
' The rescarchers recommend the following steps:
f“"l
. Intelligence should assess and catcgorize bases by severity of threat - .
Y

e Opcrations should assess and categorize bases by the value of the units located

8 &
F s

there

’XR

P LS i'?’
g

*  The command should set standards for Icvels of survivability based on class of

24
.'

.

x!

.
l:"

.l
'

threat.

14

b3

First, intclligence shov” 1 assess the different threat levels faced by each of USAFE's

b

YRR
x

installations. This assessment should rate cach type of threat facing the installation (Fig. &

rs
-

RSS2 R

. . o , . A

illustrates one possible catcgorization of the types of threats)® according 1o a rough measure ®
- of its intensity (high, medium, and low). Simple, quantitative parameters (such as the ::‘;5._
E’_' number of third generation ground attack aircrafl that can reach the base) should be used as s";::
F: the criteria for rating the intensity of the threat. Next, an operations assessment should be :‘:
i madc for each installation. It should attempt to rate the criticality or valuc of the assets at >
t'. cach site. Again. a simple categorization (c.g., no more than three levels) based on ::'.*_::K'
E"' siraightforward quantitative measures should be the goal (for example, the number of F-15« ';:":‘:.::
tf at the location). For practical reasons, these assessments by the stalf will have to be made _'_'-:‘\,;
§ on the basis of subjective military judgment for all but a few sclected cases. With these two -

2 assessments, it is possible to rank cach location by the order in which survivability initiatives

4

. should be implemented. Such a rating could hetp define survivability standards for the

" installations. For example, bases subjected to a high threai and having the highest level of '.

s ) £ & &

;" criticality might warrant hardening, whereas those with lesser ratings may need (0 use '.

i’ S Al Hian e SRS

:‘ dispersal or splinter protection insiead. :_\4:

7 Al \'.-

.J T T o I i':\:.

o “The figure also gives examples of the eritical actions that must be taken by a N

g articular type of threat for it to conduct an effective attack. Such critical actions should be bt
’ -~

/
4
r

considered during the intelligence assessment.
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Hostile Forces

Spetsnaz

Naval
RPV Manned DMG v Terrorists
Missiles Aircraft Vessels
Regiment

Spacecraft

-

Cntical Actions

Detect
Visual Siing
Sensor Report
Inteligence Analysis
Locate
Location from Photo
Radar Az, E1 and Rng
Coordinates from Siting
Identify
Ascertain Friend 'Foe
Target
Determine Worth
Decide to Engage

Penetrate
Fly to within Range

Designate
Lock-on

Launch
Shoot

Ballistic Trajectory
Powered Fhght

Command Signals
Homing
Function
Fuze
Pyrotechnic Train
Dispensing System
Damage
Blast Overpressure
Frag Projectite Penetration
Thermal Incendiary Plasma
Radiation
Blood Biister Nerve Choking
Toxin Virus. Bactena Genetic

Detect

Locate

Target

Close
Aim
Fire
Flyout

Guide

Range

Identity

Function

Critical Actions

Visual Siting
Determine Facility Location
{minimal)

Determine Worth
Decide to Engage

Gain Access

Choose Location for Charge
Place and Artivate Charge
(none)

(none)

Timer
Detonator

Blast Overpressure
Frag/Projectile, Penetration
Thermal/Incendiary/Plasma

Fig. 8—Examples of Critical Actions Within a Range of Threats
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Allocating Resources Appropriately
While the recommendations on ranking facilities and installations according (o
survivability nceds can contribute markedly to insuring that USAFE's resources arc

concentrated in high leverage areas, two other actions can help insure that resources are

allocated appropriately:

. Insuring that survivability is actively considered during USAFE’s POM
deliberations
) Adding a survivability question to the PDP questionnaire.

insure Survivability Is Considered During POM Deliberations. USAFE HOI
20-1 defines the organizational structure of the various boards, panels, and committees that
take part in evaluating proposals to be included in the POM submitted to USAFE. None of
these organizations review cach decision package from a survivability perspective. In the
past, USAFE’s Vice Commander sought increased consideration of survivability during this
process.

RAND staff recommend that USAFE HOT 20-1 be revised to include a pancl or
committee responsible for reviewing decision packages from the survivability perspective.

Add Survivability to PDP Questionnaire in USAFE POM Handbook. The
USAFE POM Handbook provides a single set of instructions on how to submit and monitor
a USAFE POM initiative. In it is a questionnaire uscd to build the PDPs that, if approved,
become part of the USAFE POM. Currently this questionnaire does not address any
survivability measures that will be necessary for the program.  As a result, POM decisions
arc often made with little direct consideration of survivability.

We suggest that the following question be added to the PIDP questionnaire:

If the objective sought in this PDP is a wartime capability, what scheme will
be used to avoid or withstand an abortive impairment of that capability should
it be subjecied to enemy attack?

Describe the range of threats (nuclear, conventional, chemical/biological)
cxpected for cach major program clement (equipment, facilities, personnel,
and consumabilcs). Specify the approaches that will be used 1o counter cach
threat (c.g., siting, active defensces, concealment, deception,
barricrs/protection, redundancy, dispersal/distribution, reduction in size or
number of critical components, robustness, waming, damage control, recovery
actions). Often more than one approach will be required for cach element. 1t
the approach includes building hardened structures, assess the eligibility of this
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‘ construction for tunding under the NATO infrastructure program. Outline the
; “costs” that these survivability measures incur in terms of funding,
‘ operability/performance, availability (schedule, deployability,
j reliability/maintainability), and sustainability. Address each element both
! while it is performing its mission (flying, carrying out maintenance) and while
: it is not (between flights, sleeping/eating).
| Additional Measures that USAFE Might Take
Other measures, some of them previously discussed, can also aid in making sure the decision

process appropriately considers survivability issues. Among them:

e  Determine NATO Infrastructure funding eligibility before including a proposed
initiative in the USAFE POM

e  Utilize aircrew expertise in seeking out vulnerabilities during installation design,
exercise, and beddown planning

s  Specifically consider base/headquarters loading during beddown planning.

CAPITALIZE ON INDIVIDUAL INITIATIVE

The fourth and final area of recommendations examines ways to exploit individual initiative.

Many innovative and constructive ideas for improving survivability are put into practice at the unit
level, often by individuals, but are not encouraged or promulgated. This major resource could be

used more effectively. To capitalize on individual initiative, we make three recommendations:

¢ Encourage new ideas by
— communicating and advertising (e.g., videotapes)
— demonstrating innovative approaches to survivability problems
-— instituting a survivability suggestion program
¢  Develop individual motivation by
— recognizing and rewarding good programs and ideas
— making managers understand that survivability is important
business, not just “‘playing war”
e  Make resources more available by
— taking advantage of minor construction/minor works programs

— making proven modular systems easily available.
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Such etfons should be aimed not only at coming up with the right equipment and facilities, but also

at providing effeclive organization and training.

Encouraging New ideas

Communicate and Advertise Ideas. We have already discussed instituting a videotape
program to communicate ideas between units. Another way to communicate mcthods used to handle
survivability problems and demonstrate innovative approaches might be to take reconnaissance
photos of deployment exercises. This practice would not only enable units to sce alternative
approaches to dispersed operations, but could also broaden the scope of assessing deployment
exercises.

The way in which a unit deploys and employs its equipment and personnel can greatly
influence both its survivability and sortie generation capability. Aircraft parked wingtip-to-winglip
are easy 10 maintain and service, but they are not survivable; storing WRSK in a single central
location makes them easy to manage but very vulncrable. Many times the only measure of a unit’s
deployment performance is the percentage of its scheduled sorties it has been able to fly: little or
nothing is acknowledged about the posture from which it was able to do this. Reconnaissance photos
of a unit’s operations at a time when it was operating from its wartime posture can illustrate
vulnerabilities. 19 Such photos could be included in the briefing typically given to the USAFE
Director of Operations to report on the deployment, as well as shown to other USAFE units.

Institute a Survivability Suggestion Program. Although this study cmphasized the process
through which the command provides for the survivability of its forces, during the course of this
analysis the researchers were provided with many suggestions on how to enhance survivability
within the command. Some examples include: undertaking reforestation programs in conjunction
with interior ministries (allowing them to harvest timber in return for scedlings) to decrease costs:
making more use of space inside existing aircraft shelters by installing a shock mounted mezzanine:
providing sccurity police with ground-to-air gunnery training and possibly man-portable surface-
to-air missiles; beginning a pilot program to investigate the operational and logistic consequences ol
dispersed and distributed (composite wing) basing. Many of these ideas warrant further

consideration but there is no program to coilect and assess such suggestions within the comniand,

19Deployments often have multiple goals: operating from a wartime posture is often only once
of these and may be inconsistent with other goals, such as producing a large number of sortics for
gunnery waining.
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A suggcstion program should solicit and cvaluate ideas from individuals. As we explain

below, appropriate recognition and rewards should be accorded those who make practical

contributions. This program should be separate from the existing Air Force suggestion program.

Developing Individual Motivation by Recognition and Reward

Institute a Combat Operability Awards Program. Throughout USAFE, individuals and
units have developed and implemented several creative and practical approaches 1o survivability
problems. These approaches range from local design and construction of facilities to effective
training programs. Such efforts have gone largely unrecognized above the local level.

We recommend that USAFE institute a combat operability award program, reccognizing and
rewarding both individuals and units for these efforts. Such recognition is warranted not only
because of the value of contributions themselves, but aiso because of the increased survivability
awarencss such programs can help develop. These programs should encourage idcas and
contributions at the level where individuals and small units can make important contributions to
combat efforts. Self-help programs and efforts to identify and utilize overlooked local resources

provide two examples. Similarly, another arca in which individual initiative can pay high dividends

Al

is in developing imaginative plans for the usc of facilities and cquipment that remain serviceable '.;:-‘:::-:::
AN
after an attack. RN NI
RNt
B Rt N
... e
Making Resources More Available _F,
Take Better Advantage of Minor Works Funding. A portion of the NATO common A
IOSAAS
funding program for infrastructurc is available for small, unit level projects. Many survivability {.‘_-ﬁh_.:f
. . . . . bl
cfforts involve infrastructure construction. Currently, unit level managers secking to use such funds ol ";
must gain approval of service commanders and then joint headquarters before they are able to apply :{r};}
. . . . P -"-ﬂ o
to SHAPE. Many units do not know such funding is availablc. BOADR
LA
. . . . S e
We recommend that units be made aware of this program. Application procedures should be e,
AL
streamlined so that units can, in essence, apply directly to SHAPE. Applications should be allowed A

to stand on their own merits without service or joint headquarters additions, since they usually will
involve projects peculiar to a specific location or condition on a basc.

Develop and Supply a Catalog of Survivability Products to Units. Scvcral products have
been developed to address survivability problems. Besides thosc tailored 10 a specific purpose (e.g.,
chemical warfare protection devices or Stinger missiles), many others are flexible cnough to allow
them 1o be used at the tocal level for various problems (e.g., the modular concrete revetment sections

currently being used at COBs in the Northern Region and rapid runway repair slabs). Additonally,
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many commercially available products can be used to cnhance survivability (sewer pipe sections
with manhole covers can be buricd in the ground vertically and uscd as individual personnel shelters,
as was done in Hanoi durning the vietnam conflict). To use such products, base level planners must
go to a good deal of effort to determine what is available and how to acquire it. In many cascs this
information is already available in some part of the command.

We belicve that the command should assemble a catalog itlustrating what products are

available and providing stock numbers or other information on acquisition. if the demand for

particular items proves to be great enough, central purchasing can be used to lower unit price.
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IV. SUMMARY OF RECOMMENDATIONS AND WHERE TO START oo,
c"{"‘:l;;-.
%
NNDRY.
] °
Our recommendations fall into four general categories. They deal with the direction " o
! e
given by the command, the way the staff address survivability problems, the role of W ;::
decisionmakers, and the means of motivating the right people. To describe these £ ::: "k:::(
(]
recommendations and explain what each means, we have provided examples of the kinds of ! l.'ﬂ&"s
things we believe arc nccessary. In the following list of the four major categories of 53 : Y.
LI
recommendations, we present thesc suggestions in the form of a checklist that USAFE staff u::”f.»:

might find uscful.

» STRENGTHEN THE GUIDANCE AND ENFORCE IT
0 Require Survivability Guidance in an Annex for PPLANS.

O Include Survivability Measures as an Annex in JSPs. g
r Develop an HOI for Survivability Points of Contact. e
01 Include Applicable NATO Survivability Documents in USAFER 0-3. ;_~ ;,::‘%_.’ y
0 Specifically Treat Survivability in Air Force Doctrine. E::E::E: )
0 Improve Uneven Treatment of Survivability in SONs/SOCs. ::“{&::\:f
t1Revise OPLAN Format to Specifically Address Survivability. hOU AT
3 Revise Definition of Military Capability in JCS Pub 1. _f:::.::_;:_
O Include a Definition of Survivability in JCS Pub 1. ::i:'::
1 Broaden the Scope of AF 360- Series Regulations. ::::::::":'
11 Improve Two Aspects of Current Air Base Operability Guidance. NEhRSAS
11 Develop a 3- Series Manual for Air Base Combat Operations. :;_:_:g:_-.
(3 Update NATO Standards. :‘:-‘fw
(1 Require Protection for Key Civilian Personnel. :E;E"
1) Insure Existing Guidance is Enforced. ::',',':';:_:
» PROVIDE A CROSS-FUNCTIONAL EMPHASIS xR
i1Expand the ABS Task Group Charter. :‘_"::',’
{1 Publish a Sct of Survivability Standards. RN
i1 Use Videotape to Communicate Good Ideas. ';'“':::::’
1 Insure all Functional Arcas are Familiar with NATO Funding Process. .‘-a}&. ,
S
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* USE A DECISION PROCESS THAT INCLUDES SURVIVABILITY

i 1 Insure Decisions Include the Cntical Elements.

P
oA
Mg

[N

SR Faciinics and Inglaliaicns Acconding 16 Suivivebility Needs, ®
(1 Insure Survivability is Considered During POM Deliberations. ::'::t'
t Add Survivability to the PDP Questionnaire in USAFE POM Handbook. :::
« CAPITALIZE ON INDIVIDUAL INITIATIVE :E
Wbt

i 1Communicate and Advertise Tdeas.

t 1 Institute a Survivability Suggestion Program.
t1Institute a Combat Operability Awards Program.
tiTake Better Advantage of Minor Works Funding.

1 Develop and Supply a Catalog of Survivability Products to Units

The listis long, so there is an obvious question about where USAFE’s etforts should
begin. In the study tcam’s opinion, the most direct and effective initial effort would be 1o

strengthen guidance and cnforce it. Suggestions in this arca offer the highest, carliest

oo

payoffs at low coslL.

LS ‘
. . . Pl

Most of the reccommendations discussed above do not cost a lot of moncy nor do they NN

o

require grand new survivability programs: The cntical ingredient is broadening the focus of .\i\:"

NN

current efforts. AN
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Appendix o

DEFINITION AND EXAMPLES OF SURVIVABILITY MEASURES o

L ]
The foliowing categorization of survivability measures, along with examples of each, :'
defines cach of the five major categories of survivability measurcs used in this Note: Active Vo

Defense, Passive Defense, Damage Control, Robustness, and Recovery.

o

ACTIVE DEFENSE: ENGAGING THE ENEMY

Definition: Measures that have an effect shortly before the attack. Engaging the

o
.'(-

<
e,
-

'.'{l
.~

_
g

attacking encmy forces to limit their ability.

situation assessment

resource allocation

Foa

Y
G
. active clectronic/infrared countermeasures e
wory
! ground force response 0y
v N A%
) fighter aircraft response =
) . . e
Y use of anti-aircraft artillery i
| .4
-
K
3 ,-\'*
. )
= PASSIVE DEFENSE: AVOIDING OR WITHSTANDING DAMAGE ::‘_ ;
~ .
g Definition: Measures that have effect during the attack. Actions taken beforchand o~
| L.
resulting in the ability to avoid or withstand the effects of hostile action. i
- o
A , -
e mobile operations ;:::;
&
i camouflage/decoys ’_f
&
flush aircraft to avoid attacks o
-;:. distance from threat: range/payload and attrition '::-j:
A
;’}: siting away from flightline and other target arcas B
&, . . '_--'
. terrain masking
> h
smoke . 4
» ﬁ . E_-_
": cave basing/hardening NN
" filtering and pressurizing facilities ]
g . . " "
g spare communications antcnnas N,
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off-base billeting and messing

redundancy

DAMAGE CONTROL: LIMITING THE EFFECTS OF ATTACK
Definition: Measures that have an effect while the cffects of the attack arc still
developing. Active, time-critical action: that must be taken (o limit the effect of the enemy’s

damage mechanisms.

basc fire department

base water supply

firc fighting augmeniations
rescue teams

SUrvivor recovery

critical ordrarce sweeping

damagc assessment

ROBUSTNESS: INSENSITIVITY TO ATTACK
Definition: Mcasures that have effect immediately after the attack. An ability t¢

operate (although at reduced capacity ) despite the damage.

arresting gear

flotation

STOL

manual input of navigation/intelhigence tapes
backup power systems

manual procedures 10 back up automated systems

compartmentalization

RECOVERY: REGAINING THE DAMAGED MISSION CAPABILITY
Definition: Measures that take effect after the effects of the attack are complete.

The ability to regain mission capability.

repair the damage or redeploy to alternative location
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battle damage repair of aircraft and ground equipment

communications restoration
replacement personnel
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pipeline repair
filler aircraft

utility re
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